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1. Purpose and scope
1.1 The purpose of the present document is to establish a unified procedure of work in the technical archive storages of Latvenergo AS HPP and TPP Technical management (hereinafter referred to as HPP Technical archive and TPP Technical archive) 
1.2 The HPP Technical archive consists of Riga HPP repository (stores documents on Riga HPP); Ķegums HPP repository (stores documents on ĶHPP-1, ĶHPP-2) and Pļaviņas HPP repository (stores documents on Pļaviņas HPP and Aiviekste HPP). The head of the HPP Technical management and designated representatives are responsible for the management of the archive. 
1.3 The TPP technical archive consists of a single repository, which maintains documents relating to TPP-1 and TPP-2. The head of the TPP Technical management and designated representatives are responsible for the management of the archive.
1.4 The document applies to all the employees of Latvenergo AS, as well as to other legal entities or physical persons who submit or search for the documents in the technical archives of HPP and TPP. 

2. Related documents


The technical archivesin their work shall comply with the Law of the Republic of Latvia and other state legislation in force applicable to the accumulation, inventory and preservation of archive documents of legal entities:
· Archive Law;

· Electronic documents Law;

· Construction Law;

· Regulations regarding records and archives management (Cabinet Regulations No.748);

· Latvian energy standard LEK 002 “Technical requirements for Electrical equipment operation and maintenance” (requirements for technical and operational documentation) etc.
· NPO66 "Rules for technical archive of the HPP Technical management unit"
· NP058 '' Rules for technical archive of the TPP Technical management unit''
· P062 Latvenergo Group Personal Data Processing Policy
· P022 Latvenergo Group Code of Ethics
· K314 Procedure for the Processing and Protection of Personal Data
· NOP036 Work Regulations of Latvenergo AS
· NOP066 Information Security Regulations of Latvenergo AS
3. Explanation of the terms used in the procedure:
3.1. HPP technical archive - technical archive of the HPP Technical management unit
3.2. TPP technical archive – technical archive of the TPP Technical management unit
3.3. Technical documentation - all kind of documentation, both in hard and soft copies, that has been handed over to the archive, including: technical designs, as-built documentation, reports; drawings, maps (topographic) etc.  
3.4. File – within the scope of this procedure it is a set of documents arranged in a particular order or hards copy of a separate document about some issue, work, transaction, or subject that are included in one binder. For example, if a construction design consists of several volumes, each separately bound volume is “a file”; also a separately bound report is “a file”. 
3.5. Soft copy of the File – is an electronic copy of a hard copy of the document saved in pdf format that is informatively identical to the original hard copy of the document
3.6. E-document – an electronic document signed with a secure signature and processed in accordance with the requirements for processing the documents defined in regulatory enactments. 
3.7. Project manager – within the framework of this procedure the project manager of Latvenergo AS Generation project group or employee of Latvenergo AS appointed according to appropriate procedures, who is responsible for the performance of works. 
3.8. Person in charge for the work of technical archive - employee of Latvenergo AS, who is familiar with the work of HPP/TPP Technical archive and who ensures the accumulation, search, registration and storage of technical documentation.
3.9. Employee - employee of Latvenergo AS.
3.10. Contractor – legal entity or physical person providing services to Latvenergo AS.
3.11. Information Recipient – the contractor, their representative, or any other legal entity or natural person (who is not an employee of Latvenergo AS) who requests and obtains access to documents of the HPP and/or TPP Technical archive.

3.12. File exchange resource – IT resource owned by Latvenergo AS (https://ftpprod.latvenergo.lv) that provides a secure exchange of information between the user and the server by using HTTPS connection. The resource is used to exchange the files between the Contractor, project manager and the person in charge for the work of technical archive.
3.13. HPP Digital archive – the information system of the HPP Technical Archive, which ensures the registration, systematization, search, and electronic storage of HPP technical documentation. It is available to registered users on the Latvenergo AS IT network drive at T (address: My Computer => Technical Archive (T:)).

3.14. TPP Digital archive – the information system of the TPP Technical Archive, which ensures the registration, systematization, search, and electronic storage of TPP technical documentation. It is available to registered users in the Latvenergo AS corporate network (address: https://razosana.energo.lv/dok/tec).
3.15. Reference System – an interconnected set of search tools and systems containing data on the archive, its document composition and content, as well as providing information retrieval.

3.16. User – a person (project manager, employees, contractor, person in charge for work of the technical archive) who shall provide access to the file exchange resource.
3.17. ELDIS - electronic document management system of Latvenergo AS.

3.18. BURA - electronic application processing system of Latvenergo AS.
3.19. LIVS -electronic contract development and management system of Latvenergo AS.

3.20. BIS – Building information system.
3.21. HPP/TPP Confidentiality acknowledgment for archive - a document required for visiting the HPP or TPP Technical archive and/or obtaining information. By signing this document, the Information recipient undertakes to use the confidential information received from the archive, including any personal data contained in the documents, solely in connection with the specified purpose for receiving and using the information, ensuring that the received information is not published, reproduced, disclosed, or otherwise made available to third parties.
3.22. Confidential Information, within the framework of this procedure, is any verbal, written, graphic, electronic, or other type of information that is stored or available in the HPP and TPP Technical archives, including personal data.

3.23. Person responsible for signing the confidentiality statement - project manager or technical supervisor with project manager's permission.

4. Procedure for technical documentation formatting
4.1. Technical documentation submission form, content and number of copies
4.1.1. The original technical documentation – with necessary approvals, stamps and signatures shall be submitted to the archive. Documents can be submitted either in soft and hard copies, as specified in the Scope of Work / Technical Specification / Contract.4.1.2. Hard copy of the File shall be submitted to the archive in 1 (one) copy (an exception applies to unfinished construction projects, where the number of hard copies to be submitted may differ). In addition, it is required to submit soft copy as well.
4.1.3. Soft copy of the File shall be informatively identical to the original of hard copy (for example, if there is 1 volume of Construction design in print-out there is 1 electronic file accordingly, if there are 5 volumes there shall be 5 files in soft copy accordingly). In case it is difficult or impossible to scan the whole file as one, soft copy file is made of several PDF files. 
4.1.4. Documents approved in digital information systems (ELDIS, BIS, etc.) (construction plans, diagnostic measurements of technological equipment, inspections, etc.) shall be submitted to the archive as electronic documents.
4.1.5. An electronic document can be a single file or consist of multiple separate files - according to the project structure, while ensuring that the division of documentation fully corresponds to the project content. The Electronic document does not have to have a hard copy, unless it is specified in the Scope of Work/Technical Specification/Contract.
4.1.6. The mandatory content and composition of technical documentation are determined by the regulatory documents in force in the relevant sector of the Republic of Latvia - laws, standards, regulations, etc.

4.1.7. If the technical documentation is recorded in the Construction Information System (BIS), then upon completion of the works, it shall be submitted to the archive in paper and/or electronic form, compiled from the printouts of the documents prepared in BIS and the attached annexes.
4.1.8. The as-built documentation shall be submitted to the archive in the scope specified in this procedure Annex No3 recommended composition of construction as-built documentation to be submitted to the HPP and/or TPP Technical archive.
4.1.9. The Project manager is responsible for the technical documentation:
4.1.9.1. document content;

4.1.9.2. necessary approvals and signatures, including secure electronic signature;

4.1.9.3. ensuring compliance with external and internal regulatory requirements governing the field of personal data protection, by not including personal data in the technical documentation

4.1.10. In exceptional cases where personal data must be retained in the technical documentation (e.g., certificates confirming qualifications), the Project manager shall indicate in the Deed for handing over the technical documentation to the archive (see Annex 1) that the document contains personal data and shall inform the Archive responsible, who will record this in the archive reference system.
4.2. Formatting of technical documentation to be submitted hard copy:
4.2.1. Hard copy of the File that are prepared in accordance with the requirements set out in regulatory enactments shall be submitted to the archive book-bound form, in spiral coil or laminated, so that they can be stored long-term in standard A4 format archive boxes. If the documents under a particular contract are formatted differently, the Project manager must coordinate this with the person responsible for the technical archive before submitting the documents.
4.2.2. if the file is compiled of great number large sized drawings only, they can be submitted unbound, in standard A4 format archive boxes, and they shall be classified; 
4.2.3.  metal clips and brackets shall be removed from all the documents in the file (except for the documents originally bound or sewn);
4.2.4.  the file must not contain more than 250 pages or exceed the thickness of 4 cm.
4.2.5.  when preparing a cover of a file, the following shall be specified (Annex 2):
4.2.5.1. full official name of the employer;
4.2.5.2. full official name of the contractor;
4.2.5.3. title of the file (name of the contract work);
4.2.5.4. contract number and date of conclusion;
4.2.5.5. the year when the file was created;
4.2.5.6. place the file was created;

4.2.6. all pages of the file shall be numbered:

4.2.6.1. if the file has been already numbered electronically the leave the existing   numbering, if there is no numbering or it does not correspond to the amount of pages, then the pages shall be numbered in the upper right corner;
4.2.6.2. if the documents bound in the file have their own numbering, it can be retained if it corresponds with the position of pages in the file;
4.2.6.3. page of any format with one side bound shall be numbered as one page;
4.2.7. table of contents shall be made for documents in the file, specifying:
4.2.7.1. the list of all parts, sections of the file and all the documents included in the file (drawings, schemes, diagrams etc.), the title of each document in the file shall be concise and shall have respective page numbers;
4.2.7.2. if a bulky technical documentation is compiled in several volumes the index of the document structure shall be made.
4.3. Preparation and submission of technical documentation soft copy
4.3.1. Technical documents in soft copy that are prepared in accordance with the requirements set out in regulatory enactments must be submitted to the archive in Searchable PDF format (with text recognition and search functionality).
4.3.2. It is permitted not to submit electronically signed documents in PDF format if such documents are not allowed to be further processed.
4.3.3. all graphic materials (drawings, schemes, layouts) are submitted in a PDF format and in their original format (AutoCad, VISIO, etc.), and the document type shall be specified in the Deed for handing over of the technical documentation (see Annex 1), unless specified otherwise between the employer and the contractor at the concluding of the contract.  

4.3.4. when creating soft copy of a paper file in PDF format, it shall be ensured that the information content corresponds to the original. An exception shall apply to industrially bound documents included in the paper file, such as catalogues, brochures, and manufacturer’s technical data sheets, which may be omitted from scanning. 
4.3.5. Quality requirements for electronic documents in PDF format:
4.3.5.1. resolution – for images and graphical materials, at least 300 dpi (dots per inch) to ensure clear and detailed visual information;

4.3.5.2. readability – all text elements must be legible without blurring or distortion, ensuring that fonts remain easy to read even at high magnification levels;

4.3.5.3. colour accuracy – the colour precision of schemes and images must match the original to avoid any misunderstandings;
4.3.5.4. file structure – to enable text selection and content search, the document must be organized using functional bookmarks, ensuring that the text layer is separated from image layers.

4.3.5.5. file size – the file shall be optimized to maintain quality while not exceeding a size that could cause issues with storage or submission.

4.3.6. the title page of an electronic document shall be prepared in accordance with clause 4.2.5 of these regulations.

4.3.7. a table of contents of documentation shall be made in accordance with 4.2.7;
4.3.8. special programmes or data bases (hereinafter – Software) for the maintenance of equipment
 and systems are primarily stored on the relevant structural unit’s network drive or other company server locations designated by ITT, ensuring access for responsible personnel.
Following a joint assessment by the responsible structural unit employee and the person responsible for the technical archive, the Software may be submitted to the Technical archive as part of the documentation. In such cases, the critical importance of the Software, the complexity of its replacement, and the need for long-term accessibility are evaluated.
Software may be archived in the Technical archive in one of the following ways, or by combining them:

a) Physical archiving: the Software is recorded on a suitable data carrier (e.g., USB drive) and submitted for storage in the physical technical archive as a separate archive unit.

b) Digital archiving: Software files are duplicated (uploaded) to the company’s digital archive.
Information about the Software location on the server or its transfer to the physical and/or digital archive is indicated in the Deed for handing over of the technical documentation (see Annexx 1), in the archive document registration journal and in the archive information and reference system.
5. Procedure for technical document submission to the archive
5.1. The Project manager is responsible for preparing technical documentation in accordance with clause 4 of this procedure and submitting it to the HPP or TPP Technical archive within 1 (one) month after the approval of the Handover - Acceptance deed for works performed within the project.
5.2. Technical documentation is submitted to the archive with a Deed:

5.2.1. The Project manager shall prepare the draft deed in word file (Annex No. 1) and submits electronically to the person responsible for the technical archive, who shall check and clarify an information about technical documentation to be submitted and its listing in the deed.
5.2.2. The responsible person for the technical archive uploads the prepared handover deed to the ELDIS system, under the section “Generation documents” – “Deed for handing over of the technical documentation to the HPP/CHP technical archive.” In details the following shall be specified: addressee (person responsible for the technical archive; project manager); signatories (project manager; person responsible for the technical archive); approver (Head of HPP TD/CHP TD).
5.2.3. The Deed is registered in the ELDIS system and assigned with a reference number.

5.3. The Project manager submits hard copy documents to the archive (if any), and also informs the person responsible for the technical archive via email about the location of the electronic documentation, specifying the relevant folder or providing a link to it.

5.4. Electronic technical documentation must be submitted to the archive using one of the following methods: via the file exchange resource site (https://ftpprod.latvenergo.lv); via the corporate drive folder (K:\HESTVF\HES_TD\02_Arhivs), if the documents are submitted to the HPP Technical archive; or via another group-approved file exchange solution, as agreed in advance between the Project manager and the person responsible for the technical archive.
5.4.1. To provide the contractor with access to the file exchange resource, the Project Manager shall create a request in the BURA system (or by contacting the Helpdesk), indicating the following:

5.4.1.1. Users who need to be provided access to the specific folder of the file exchange resource (Project manager, employee, contractor, person responsible for the technical archive) shall be specified by providing their full name and contact information.

5.4.1.2. The scope of the user’s access rights (read, write);

5.4.1.3. The approximate data volume of the folder;

5.4.1.4. Access period.

5.4.2. After receiving the request, the responsible IT employee creates an account and assigns the necessary access rights.

5.4.3. The person responsible for technical archive work checks the electronic form documentation, copies it from the file exchange resource site to the HPP/TPP Digital Archive and confirms it to the Project manager. Document metadata is added to the archive reference system.

5.4.4. The user account is automatically blocked after the specified access period expires.

5.4.5. The person responsible for technical archive work is responsible for ensuring that the submitted technical documentation complies with this procedure, and shall be obliged to indicate any errors established to the project manager, requesting corrections. The project manager shall be responsible for the elimination of the indicated errors. 
6. Procedure for use of technical archives
6.1. Procedure for use of technical archives by employees
6.1.1. The documentation of the HPP and TPP Technical archives constitutes confidential information. An employee who has been granted access rights to the archive, including the Digital archive, is responsible for using the documents solely for work-related purposes in the interests of Latvenergo AS, and undertakes to ensure the confidentiality of the received information by not disclosing or distributing it to third parties.
6.1.2. To become a user of the HPP/TPP Digital archive, an employee creates a request in the BURA processing system, indicating the purpose and scope of archive use. It is permissible to prepare collective requests with a unified list for each structural unit.
6.1.3. Access to the Digital archive is granted within three (3) working days. The use of documents within the Digital archive is permitted in read-only mode.
6.1.4. All documentation in the technical archive is informative. The relevance of particular document (drawing, technical solution, etc.) must be clarified and verified.

6.1.5. Employees search for the necessary technical documentation in the HPP/TPP Digital archive, technical archive reference system or on-site in the archive.
6.1.6. If the necessary documentation is not available as soft copy in the HPP/TPP Digital archive and needs to be scanned or if it is necessary exactly as hard copy the employee shall send an email to the person responsible for the technical archive including a list or detailed description of the necessary technical documentation (title, year, type, object of search, etc.).The documentation shall be prepared within 3 (three) working days. 
6.1.7. If an employee visits the HPP/CHP technical archive in person, all hard copy documents used by the employee are recorded, and the employee signs a special logbook.
6.1.8. Technical documentation to be used outside the archive shall be handed out for the time period up to 1 (one) month, and an employee shall sign for its receipt in the document control log for files handed out. By returning the documentation, it shall be re-signed in the presence of person in charge for the work of technical archive.
6.1.9. If the technical documentation to be used outside the archive for more than 1 (one) month, the employee shall extend the duration of it used every 1 (one) month by presenting the documentation taken to the person in charge for the work of technical archive, and signing again.
6.1.10. During the first week of each quarter, the person in charge for the work of technical archive shall request the employees to submit all documentation not duly returned.
6.1.11. Upon returning documentation, the person in charge for the work of technical archive shall check if it is undamaged and contains all pages. 

6.1.12. If documentation is not returned to the archive or it is damaged, the person in charge for the work of technical archive shall write a notification to the head of HPP/TPP Technical unit and to the head of the relevant employee’s structural unit.
6.1.13. In the event of employment termination, the employee is obliged to return to the archive all technical documentation taken. Before writing an order of termination, the Human Resources Support unitshall inform the employee's direct manager about company's resources (including HPP/TPP Technical archive) at employee's disposal. It is responsibility of the employee's manager to ensure that all resources are handed over to the designated responsible persons..

6.2. Procedure for the contractor's and other legal or natural persons access to technical archives
6.2.1. The documentation of the HPP and CHP Technical archive is confidential information. In order to search for and/or receive information from the archive, the contractor and any legal or natural person, as the Information Recipient, must comply with the conditions listed below.
6.2.2. If a contract has been concluded with Latvenergo AS for the performance of work or the provision of consultancy services, the Information Recipient, in cooperation with Latvenergo AS, must coordinate with the Responsible person for signing the Confidentiality acknowledgment.

6.2.2.1.  shall complete the Confidentiality acknowledgment (see Annex x 4).By signing this agreement, the Information Recipient undertakes to use the confidential information received from the archive, including personal data contained in the documents, solely for the specified purpose of receiving and using the information. The Information Recipient is obliged to ensure that the received information is not disclosed, reproduced, transferred, or otherwise made available to third parties.
Procedure for handling Confidentiality acknowledgment:

· The person responsible for signing the Confidentiality acknowledgment shall issue the Confidentiality acknowledgment to the Information Recipient for signing, either with an electronic signature or a physical signature.

· The Information Recipient shall sign the acknowledgment and return it to the person responsible for signing the Confidentiality acknowledgment.

· The person responsible for signing the Confidentiality acknowledgment shall upload it to the ELDIS system as an e-document or a scanned PDF file. Select New Document > Received > Generation documents > “HPP Confidentiality acknowledgment for the archive” or “TPP Confidentiality acknowledgment for the archive” (see Figure 6.1).
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Figure 6.1. ELDIS menu
The following fields must be filled in the document:

· In the "Document addressee" field, indicate the person responsible for the specific technical archive work.
· In the "Related/Following" field, a link to the corresponding contract number in the LIVS system should be added, indicating the document date and number.
· In the "Level of disclosure" field, the restriction "limited by organizational units" should be indicated.
· When all information has been entered, press the button "Submit for registration"
· The document is registered and sent to the recipients.
6.2.2.2. When arriving at the archive, the Information Recipient must present or refer to the specific Confidentiality acknowledgment. Physically signed agreements are handed over for safekeeping to the person responsible for the work of the respective technical archive.
6.2.2.3. The required technical documentation is searched for in the HPP/TPP Digital archive, the archive reference system, or on-site at the archive. If necessary, responsible specialists from Latvenergo AS may be invited to assist.
6.2.2.4. If the Information Recipient needs access to the HPP Digital Archive directories, the Project Manager must create a request in the BURA processing system, specifying the following information: the directories and folders to which access is required; confirmation that the Confidentiality acknowledgment has been signed (see procedure point 6.2.2.1 and Annex 4); the document number assigned by the ELDIS system; the KVP number of the workstation where the contractor or its representative will be working; and the access period.
6.2.2.5. If the Information Recipient requires information from the TPP Digital archive, they must, together with the Project manager, contact the person responsible for the technical archive to identify the project-specific information directories. Once the directories have been created and the Confidentiality agreement has been signed (see procedure point 6.2.2.1 and Annex 4), the person responsible for the technical archive must additionally be informed of the time when the selection of specific documents from the mentioned directories can be carried out.
6.2.2.6. The Project manager shall prepare a list of documents required for the performance of works (in accordance with Annex 5 “List of Documents/Information Received from the HPP/TPP Technical archive”) and submit it to the person responsible for the Technical archive. The documentation shall be selected within three (3) working days. The Project manager is responsible for ensuring that the list includes only those documents related to the execution of the contractual works.

6.2.2.7. The soft copy documentation required within the scope of the contract shall be delivered to the Information Recipient by the Project manager.

6.2.2.8. The hard copytechnical documentation required within the scope of the contract shall be issued to the Project Manager in accordance with clause 6.1 of these regulations — Use of Technical Archives by Employees.

6.2.2.9. All archive documentation is for informational purposes only; the relevance and validity of a specific document (drawing, technical solution, etc.) must be verified and confirmed.
6.2.3. If no contract has been concluded with Latvenergo AS and access to HPP and/or TPP Technical archive documents is required, the contractor, its representative, or any other legal or natural person (who is not an employee of Latvenergo AS), as the Information Recipients, shall:
6.2.3.1. submit a letter to the HPP/TPP Technical director indicating which documentation is required and for what purpose;
6.2.3.2. Archive visits are permitted only after receiving written authorization from the HPP/TPP Technical director and the appointment of a responsible Latvenergo AS specialist.
6.2.3.3. Before visiting the archive, the Information Recipient must complete the Confidentiality acknowledgment for the archive (see procedure point 6.2.2.1 and Annex 4).
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